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Introduction	  
• As	  of	  March	  2012,	  over	  644	  million	  
websites	  

	  
• 70-‐90%	  of	  all	  websites	  have	  at	  least	  one	  
serious	  vulnerability	  

• Web	  applicaMon	  layer	  is	  the	  most	  
commonly	  exploited	  layer	  for	  a5ackers	  
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Review	  Techniques	  

Manual	  Code	  Review	  
•  Advantages	  
•  Less	  false	  negaMves	  and	  
posiMves	  

•  Insight	  into	  code	  design/
quality	  

•  Disadvantages	  
•  Slow	  
•  Expensive	  

Sta5c	  Analysis	  Tools	  
•  Advantages	  
•  Fast	  
•  Less	  expensive	  

	  

•  Disadvantages	  
•  More	  false	  negaMves	  and	  
posiMves	  

•  Missing	  security	  
requirements	   4	  



Goals:	  Effectiveness	  
• What	  fracMon	  of	  the	  vulnerabiliMes	  can	  we	  
expect	  to	  be	  found	  by	  a	  single	  security	  
reviewer?	  

• Are	  some	  reviewers	  significantly	  more	  
effecMve	  than	  others?	  

• How	  much	  variaMon	  is	  there	  between	  
reviewers?	   5	  



Optimal	  Number	  of	  Reviewers	  

• Will	  mulMple	  independent	  code	  reviewers	  
be	  significantly	  more	  effecMve	  than	  a	  
single	  reviewer?	  

• If	  so,	  how	  much	  more	  effecMve?	  

• How	  many	  reviewers	  are	  needed	  to	  find	  
most	  or	  all	  of	  the	  bugs	  in	  a	  web	  
applicaMon?	   6	  



Goals:	  Predicting	  Effectiveness	  

• Can	  we	  predict	  how	  effecMve	  a	  code	  reviewer	  
will	  be,	  based	  upon	  their	  background?	  
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Methodology	  
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Anchor	  CMS	  
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(5	  vulnerabiliMes)	  

(7	  vulnerabiliMes)	  



Recruitment	  

• Recruited	  web	  developers	  with	  PHP	  
experience	  

	  
• Administered	  a	  pre-‐screen	  test	  with	  
quesMons	  on	  web	  security	  
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Reviewer’s	  Task	  
• Report	  vulnerabiliMes	  
• Complete	  survey	  
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Limitations	  
• PopulaMon:	  contract	  developers	  

• We	  injected	  arMficial	  vulnerabiliMes	  

• No	  guarantee	  of	  manual	  review	  

• We	  only	  tested	  one	  small	  codebase	  
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Vulnerability	  ClassiIication	  
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Valid	  
	  

•  Exploitable	  
vulnerability	  

•  Correct	  descripMon	  
of	  exploit	  

Out	  of	  Scope	  
	  

•  AdministraMve	  
interface	  

•  Duplicates	  

Weakness	  
	  

•  ConfiguraMon	  
issues	  or	  poor	  
coding	  pracMces	  

Invalid	  
	  

•  Not	  exploitable/not	  
a	  vulnerability	  



Results:	  Reviewer	  Effectiveness	  
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Results:	  Reviewer	  Effectiveness	  
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Cross-‐Site	  ScripMng	  1	   37%	  

Cross-‐Site	  ScripMng	  2	   73%	  

Cross-‐Site	  ScripMng	  3	   20%	  

Cross-‐Site	  ScripMng	  4	   30%	  

SQL	  InjecMon	  1	   37%	  

SQL	  InjecMon	  2	   20%	  

Cross-‐Site	  Request	  Forgery	   17%	  



Results:	  Reviewer	  Variability	  
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How	  many	  reviewers	  do	  I	  need?	  
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Does	  experience	  help?	  
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Can	  we	  predict	  effectiveness	  
from	  the	  reviewer’s	  
background?	  
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No	  



Conclusion	  
• Prior	  experience	  and	  educaMon	  were	  not	  
useful	  in	  predicMng	  how	  well	  a	  subject	  was	  
able	  to	  complete	  the	  code	  review	  

• Overall	  effecMveness	  was	  low:	  20%	  found	  
no	  true	  vulnerabiliMes,	  no	  developer	  found	  
more	  than	  5	  vulnerabiliMes	  
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Future	  Work	  
• Do	  these	  results	  apply	  to	  other	  populaMons?	  

• How	  does	  a	  pre-‐screen	  test	  correlate	  to	  
effecMveness?	  

• How	  does	  the	  effecMveness	  of	  manual	  security	  
review	  compare	  to	  that	  of	  other	  techniques,	  
such	  as	  staMc	  analysis	  tools?	  

21	  Questions?	  


